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Interhyp verifies the token incl
the name and password of the teennical user.

Lenderipartner sends a query compliant with the OAuth2 standard o Interhyp.
The query includes:

= Lender: A JWT signad with the private key of the lender. the name of the lender and an expiration date.
* Partner: The client secret assigned by Interhyp
* Email address and password of the technical user.

ing the expiration date (only for lenders). the name of the lenderipartner. and

Interhyp retums a time bounded Access Token JWT / Refresh Token in case of successful validation.

The lender/partner uses the access token to acoess the API

Access token have = time bounded validity. After the expiration date the lenderipariner uses Acoess-
grant_type=refresh_token, refresh_token=<x> to create 3 new accass token

This documentation depicts the authentication mechanism for the lender using the submission-API and the authentication of partners for the
use of the interestcalculator-API. The steps mentioned in the document below always refer to both variants if not explicitly mentioned

In order to receive a token via the Client Authentication API (https://tools.ietf.org/html/rfc7523), Interhyp must first be sent the public key. This section
depicts a method of creating a public key. Furthermore it also describes how to transmit the key to Interhyp.
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{D Terms

JWT
The abbreviation JWT stands for JSON Web Token. Further information can be found on jwt.io and RFC 7519.
Access Token

Access token are used in conjunction with Open ID Connect. You receive an access token once you logged in. To prove that you are logged
in, the access token is send to the API with each interaction. Interhyp uses access token that are formatted as JWT.

Client Authentication JWT

For the login you have to send username and password to a server. However Interhyp requires more cryptographically secured data for the
login that has to be formatted as JWT and issued by the operator of the API (Lender / Partner)

Private and Public Key
Asymmetric Cryptography uses two complementary keys. One key is private and the other is public. In principle the public key can be used to

encrypt data that can only be decrypted by the private key. On the other hand side the private key can be used to sign data that can be
verified by the public key.

Authentication and Registration of Lender

For the successful authentication, your technical system has to be registered as a client. The following steps describe the process in detail:

. Lender generates private and public key.

. Lender sends the public key to Interhyp. The public key will be deposited at the client.
. Lender states an email for the technical user

. Interhyp creates a technical user in Keycloak.

A WOWNPE

Key Generation (openssl)

The tool openssl is used to generate the public and private key.

openssl genpkey -al gorithm RSA -out private_key. pem -pkeyopt rsa_keygen_bits: 4096

Openssl creates a file pri vat e_key. pemthat contains the public as well as the private key. The file must be stored in a secure location and may not
be shared (even with Interhyp). Likewise, Interhyp can not help with the recovery of the file.

The file may look as follows:
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private_key.pem

----- BEG N PRI VATE KEY-----

M 1 JQM BADANBgkghki GOWOBAQEFAASCCSOWggk pAgEAACI CAQCs9e TSXVwx L/ TZ
gA0ZCg49L2RS5BYy EMADLNFZ7j uz 7y 8NhLOHX9wz Uy 13 TpHw VhMGQZKgs aV7 Awko
Jv+h70s| bue FWSPRRW He 3aWMMWYVRN323g8pZ3+zav025P6eWqy V7i ww6 FcuCYW
07j Frw+j PSMPB1Suf | RzeHxUvdh6MaGeMBc/ 21 08AI PUQ E+YDlaTHdHgf xS+Kj k
r PnmvI zwEqQRKMILDkCl 2z2308dS98UCt 1DbE5Snbh3yg4cj 0gBYU zYqSZkk30Bj Ss9P
t 80g0s9JINLBaS2NSnPt | 9m+-O2x RNBc9nhaHOpCJi Bg9Di oHxHTJIFj Qs8kcGVB92F
Af Zhk/ Ddq@Bbgi VeL9ESLMTK/ 9ZJpMXdTKPzJ9r pW BFkpl SBe/ YqNgf To79si M2
Jj g+eRHHMMVe9pcf nf WMKLCMFbI M 9Tdf AQVqy CNj QSR6nBg/ Tg6r FunS9hl Fg55
Whj FQXi 1dEghYoKLpYLe4l ARkGgG2XZb1r sZpNBKt Ga3l X5BdX5S1gWRI 1NQ+2e9
VWO OFGK4BoeM Acf f qcExK3i HEYnxVgnwBxnRy9nThQ oBg4wsky A5QeU 7BDOWGA
pgl FPqyl VHYRAI uDol SgggVi 3hel ebl xmxVIXI mlzxFVeS/ wovDW SaLwgK/ c4+/
A20zBzKdyKazi 55VnPr nj ce6r ZI VRQ DAQABAol CAHLYI OP7ccf HTBFPKW.bUK6X
1Unk5bq2FU3s VRBd6s WV j g5Bt +kyql j pi FU2Ar Cx7QUA67vnFbsl vs6Ti f k8BZ
wekr czj 1nQWj PT62wywbhduKKUy Yy JZdgBz XGKoVppac4Kmef HQQAo0Yy/ / +aYu
Zi Ul f RYQFAt | KWYr WI5r VOuWGHDWXXdHBHt gHar JRHOB6kbPf Ber vJI 6sZ+1CZke
nmo6d05bXuze+f f t 58XoBTAI E3FnwWFRt y KHKQw5i | hOKO89ci Qmr t FP+eVWKPx Eg
xyht f 1 nN8qy TladJnVU74nbOv& 1XE8yLt huE7I B7Qt 5p8hk D9y D4M8cpi AHyl 3
SVUKNF2z XRTWALT nt Kr WwWBP/ VooQVpXvCt f EpusaskKY81t DAsL6a+hVkl sT4yF
ZXyhzpzCJt 3zr 9BzJIxr mJaAcbt J8BGquMPUL1b5P1Al 11 OFoGBvKHTGL41 ZVSU9X
5VzUW f opdk1uQsl HAu6oxWpnj GTxNECKZKxN4EaoFsQ APYf sE/ MyMy4wi gpy3R
eRIr +i i yXCOUBZMIMX7e MINWuP1591 GVFy Acs BNNgnM+Vt oc (f 9L40i OeZaCqWbE
mmgVC9i o+i CO4MNt URSeYLLP/ 471YZ2pHFHKLZY3FWATsL2Js+r mPAbzBpp8&gf g
Fxf NKVBUMBCeuT7s!| cPRAol BAQDk Xk Th12hv YAubnBpi b4GXX95q2n8RpRK2XI QH
dr yOzHZzyV6j RFGABIL Xol gMKxuCz 3D0axZGSOy QxeHQ x0082r j EaPINUQBGlLeH
YVS/ p3bPpWIspU4z2nXnmN4shql COf B6r sku+XCYqKzKaXVgZEgl +MonbsM64JZY1
xClgkOr EHA5z8LaXFsnb2BhECHBINf TzQ6O3gQB8W8qZaQMLQv Tkr 7Up8PaCndwé
r uhKxD7s3CUYUi VOXTEl nDOx/ 7Yi TRLA+20mNUkb TCRec HABZWGLt JDc 3t dB1dCl
70 gl dROT7i Enl vLHr U/ GcMJe2R8i f vL7FzRLMRsQ Vzddnf Aol BAQDB411nXqr +
VI zOYFdBCuYMMI 96BI FNUINwwr Nt 055h4NPngs YQ hb1lcDLKZ4z+m RNI Cx1bp2V
| CZH1aQd8ef h2c MAPEUPy e EWUbi 51 T2Zf Vzz AG BPHR+S38/ 5/ ghgGH31 5dCQeW¢
MV7S+s98+f vp5ZQU3PCETXXe6zseWj hol sni wf Qzbj 4r +kk CARy GTEZMct wOp3/
0sVWKwf cq8COHBMH; i SZZNgVkt AZI LDCuPbTOWF4Zy MHhI eKVxBAcDPV2eH XcUf mw
b/ 1 +sBC nmzuvaP7H5j Z5+C0bi j EauBpl opXUgAi STxz64QSYaps4j PWZXFMCNknW
MCP8NpnsK26bAol BAQCdZP+Q ZNYF9I | QUuDZpj pr NCNOt P7ZEt W/sNEpah/ 79/ A
A8z v 0Bn350y DYwg BYWCOES OnGFx 8y qwd ADuuwBHW ZZM A6vkb/ ZUJj uHL4dbZ0s
| j DXAWCAKI x ROHwy 8Bg5nmkZFThh4Nei z7Zvt 2 1| Omz0almkThikveCt SQZI p
QbEQzZpi 3f j 4RaLL+h4hx0dxFnBS/ F1KoGWgt QUNH620wdl xeQQuB5eb8h43307
Ki uC7LMcUPNDKL60pCpyz 7VWATES7nz Znl wAbvwzazwef r HNGOVBYc 1d YXn9uDNG
i t +Av+hCQYLN36i di El Et 9FMhj aekHO8pAZN4q6/ Aol BAChi CP4ZqCM gLcrmPj /
TYI j JkBbHOB8C2BGU6M 2Fh6t SR1nAj / G GaQaVTxPPeUV+yPxhB2bppW P21VXo
CH DoxsXdSYob0qBkxEVeHWKpxRYI xDi pd4aF+f i BnDFi 1/ 7t D7nwBS| 1gVr pSbE
H2 AV2XTYf CecPTI 6bH2234gl f k1c1XDv93t wE8pVDUcwh CcWWENQY | mBITSN1ZW
Pn/ 2z5dZ+3ImVZUvWT7 CFf Ur j NmDpnp3V2Jl 4EH2suBdPPDI Ul VW83xf r VI 6/ qun
i P2xi b7f DTf Cr JEKUpgqwdx0/ 9dpK3uOwj nhFnh1069gYdgpD+KW 63r X5q+S56V0
RFc CggEBAI ZJkQvWI'15a/ r p5AIpzpGE9Aph6n2h2k N hVpx/ kes9RKTA/ 8nSl Lh
9t d4uVeWaHx3nhEUgNTMe+9pNv4FFl Pgj Al st vJOLJt HOYQUGPFTHGq! gF4+1r 8P
4+t Vxi MSTxt KRC7EI Ti Kol cqDKvcAj Fd31 sJ0qE37+MX1OBdG gLLbj at FXgJEp
Uf TWHaJq9al dF1TNh7nbyh8MNCEWKnReoM nzK21Xj YO d/ 11 YyseR6i nM oUj dv
61DhC1J60pkDkAaydd8KG qZO | j DI1u6/ WNK3PEFhI XaCSWkj JTAI 4c4qf VK1bE
ct 65CeWKG&gi | / BPsvIl bGMLI T61b9CHVE=

----- END PRI VATE KEY-----

Key Transmission and Client Creation

The public key must be transmitted to Interhyp. First, the public key has to be extracted from the file mentioned above. A fingerprint of the public key is
also created to validate the correct transmission.

openssl rsa -pubout -in private_key.pem -out public_key. pem
openssl dgst -sha256 public_key. pem > public_key_digest.txt

The file may look as follows:
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Vorstand: Jorg Utecht (Vorsitzender) Marcus Fienhold Stefan Hillorand Mirjam Mohr | Vorsitzender des Aufsichtsrats: Alp Sivrioglu
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public_key.pem

----- BEG N PUBLI C KEY-----

M I Cl j ANBgkghki GOWOBAQEFAAOCAg8AM | CCgKCAgEAr PXkO0I 1cMS/ 02YANGQu
PS9kUuQchJl t C5xWe47s+8vDYS9B1/ cMLM dO6R8L1YTBKGSqr G ewMCqCh/ oezr
CG7nhVkj OUVuB3N8DVDFVUZ99t 6vKWI/ s2r 9NuT+nl uKsl e4sMohXLgnFt O4xa8P
0z0j DadUr n5Uc3h8VL3Yej MBnj PXP9i NPAI j 1EI hPmA9VKXx3R6n8Wvi 05Kz5r y VB
BKk Sj NOwsApdsxvf HUvf FDr dQ@2xZnB8quHl 91 AWFI s2KknZINzgYOr PT7f KI KLP
STSWKt j Upj 7SPZvj t sSUTQXPZoWhzqQ YgYPQ4gB8ROy RYOLPJIHBj PPdhQH2 YZPw
3akN241 | Xi / RPCzJi v/ WeaTF3Uyj 8yf a6VswRZKZUgXv2Kj an06Q bl j Ni Y4PnkR
xzDHvaXH531nrG wj BW DK/ U3XwEFasgj YOEkepwav04OgxbpOvYZRaueVs| x UF4
t XRI 1 WKCi 6WC3uCAEZBoBt | 2W9a7GaTQSr Rt y F+OQXV+Ut YFKZdTUPt nvWThRi u
AaH | gHH36nBMSt 4hx GJ8Vap8Ac ZkcvZ04Ul 6 AYOMDZMOUH Jew®MBpaYJRT6s
pVR2EQ r g6CEol | FYt 4XpXnmy MZs Vf VyJt c8RVXkv8KLwLnOmi 81 Cv3CPvwhNj nixy
nci ms4ueVzj 6543Huq2 SFUUCAWEAAQ==

----- END PUBLI C KEY-----

public_key_digest.txt

SHA256( publ i c_key. pem) = b063a92813a9799743781356bf a986db490522107cf d9cf 4aae58717878d7027

The two generated files publ i c_key. pemand publ i c_key_di gest . t xt can now be sent as an email attachment to your contact at Interhyp. If
you are creating an account for the production system, you must provide an email address that you can access. You will then be prompted to open the
file publ i c_key_di gest . t xt and read it on the phone. This is important to verify that the content has been transferred correctly.

The successful public key transmission will be followed by the generation of the client. Interhyp will send you the denotation of the client. The client
denotation should then be used in the following code examples instead of " exanpl e- bank" or"exanpl e-partner".

Authentication (Java)

To request a Token you first have to enter the private key to create a JWT. The private key is used to sign the JWT. Only a signed JWT can request an
access token.

The access token can be used to access the API until the expiration of the token. Afterwards a new token has to be requested and signed with a new
JWT. A token can only be used once. This is ensured by the token-ID, which must be different in each JWT.

The following code examples describe the process in java:
Read Private Key

String privateKeyPem = new String(Files.readAl | Bytes(Paths.get("private_key.pent)), StandardCharsets.

US_ASCI | );
byte[] privateKeyDer = Base64.get M neDecoder (). decode(privateKeyPemreplaceAl("----- (BEG N| END) PRI VATE
KEY- - - - - \n?", ""));

PrivateKey privateKey = KeyFactory. getlnstance("RSA"). generatePrivate(new PKCS8EncodedKeySpec(privateKeyDer));

Create Client Authentication JWT

The code below uses the private key (pri vat eKey) to create the client authentication JWT. For this you can use the class Jwt s from the Java JWT libr
ary.

Creation ClientAuthJWT for lenders

String clientAuthenticationJwt = io.jsonwebtoken.Jwts. buil der()
. set Subj ect (" exanpl e- bank")
. set | ssuer ("exanpl e- bank")
.set1d(UUID.randomJUI D().toString())
.set Audi ence("https://api-test.interhyp.de/user-service/auth/real ns/| oan-partner/protocol /openi d- connect

/ t oken")

. set Expi ration(new Dat e(lnteger. MAX_VALUE * 1000L)) // this is roughly year 2038, in prodcution, please
use a short expiration tinme, i.e. Date.fron(lnstant.now().pl usSeconds(30))

. si gnW t h( Si gnat ur eAl gorithm RS256, privateKey)

.conmpact ();

The example token cl i ent Aut hent i cat i onJwt for the lender case looks as follows (The private key and the ID from above is used):

Interhyp AG | Postanschrift Postfach 46 04 48 80912 Miinchen | Besucheranschrift Domagkstraf3e 34 80807 Minchen | Telefon 089 20 30 7-0 | Telefax 089 20 30 75-100
info@interhyp.de | www.interhyp-gruppe.de | ING-Bank IBAN DE46 5002 1000 0010 1303 83 BIC INGBDEFF | Amtsgericht Miinchen HRB 125915 Gerichtsstand Miinchen
Vorstand: Jorg Utecht (Vorsitzender) Marcus Fienhold Stefan Hillorand Mirjam Mohr | Vorsitzender des Aufsichtsrats: Alp Sivrioglu


https://github.com/jwtk/jjwt

Example token for lenders

eyJhbGei G JSUzI INi | sl nR5¢Cl 61 kpXVCJ9.

eyJzdW i O Jl eGFt cGxl LW hbrsi LCIqdGki O J1bm xdWJt c3RyaWsnl i wi YXVKI j oi aHROCHMBLY9hc Gkt dGVzdC5pbnRI cmh5¢C5kZS91c2
VYLXN cnZpY2UvYXV0aCoy ZWFsbXMrbGOhbi 1wYXJ0bnvyL3Byb3RvY29sL29wWZW6pZClj b25uZWNOL3Rva2Vul i wi ZXhwl j oy MTQBNDgz N B
fQ i ZRoOt oZKkl QOVY_i soyb1oS08z1Sj gpqdr r CABQ r 4H5i | n26dL47gi QGXaaMFpX5e6PN1PVM 4bp_wpl cj R-

POL_Yi McFnt| 883VUVSGFJ DpbJ3QdRgNHI9ANO-

WZs HOZ7 XBCFI FkBCdTOgAJvoGLuYV) p8WISGebhMi_KeDOONCI Ui wTKMOUmdWbv F65uzi WQLwWP7z0nPpdruk-

ckCxkFVt LTWymKUp5xwhpKLVFI 51 ONabMLVI gnkj MDVOI XMy- 6YV5Hj | O-

EHOzohDT_ghbsuT_i BOBpDHXaxaOLMJF65qqr xf nR7ORVZhI t pURPPwhouj pU4xv SpLFP1GYaMBRZCk| Bf NGF3k5j kQ@kClr UKBhX2WIohar 4y
b5I of gJCAVQ4aEOLIFVIJIXxaen6sJ Yt QC6WOhuW 9_xQ EEf ¢5¢6qSGzd7vVRO77nW)_qQ i j 7gsns8avonaTxTGNN_uXH Ej -

W7LTHICFaDr 27el i 6_gNc- he AVK6PQQKy e6xnyObynwG_DPj UVt Pr| 2BEzf zMgkt a5duwLPn29XZ7NaK2t qQe QHWEK 7¢ Yx Dt -

n9TaOpl K&YI g4gt Fsy5pl 8RAVR2I Xnmz Eo9Uj hi VBI vTzQM yyaDz UmBApt 5k- LREWOFW E2JN8r 2gQL1pQFUnMc801EOpY9kzey R AXMEF Rg

@ The website jwt.io can be used to view the content of JWTs. The JWT is inserted in the window "Encoded".

The client authentication JWT from above corresponds to the following JSON header and payload:

Header

"al g": "RS256"

Payload of a lender token

{
"sub": "exanpl e-bank",
"iss": "exanpl e- bank",
"jti": "unique-string",
"aud": "https://api-test.interhyp.de/user-service/auth/real ns/| oan-partner/protocol/openid-connect/token",
"exp": 2147483647
}

@ The value "exp" describes the expiration of the token in unix time (Unix converter: unixtime.de).

Request Access Token (with curl)

The example Client Authentication JWT created above can be used to request an Access Token JWT
corresponding to RFC 7523 for the user exanpl euser @ank. exanpl e. comand password SecUr e!
P4sswOr d (Translates to SecUr e%21P4sswOr d using the URL-Encoding).

Lender:

1 Since Client Authentication is only valid once, the following examples can no be used directly. The value of the cl i ent _assertion
parameters must be replaced with a newly created Client Authentication JWT.

Interhyp AG | Postanschrift Postfach 46 04 48 80912 Miinchen | Besucheranschrift Domagkstraf3e 34 80807 Minchen | Telefon 089 20 30 7-0 | Telefax 089 20 30 75-100
info@interhyp.de | www.interhyp-gruppe.de | ING-Bank IBAN DE46 5002 1000 0010 1303 83 BIC INGBDEFF | Amtsgericht Miinchen HRB 125915 Gerichtsstand Miinchen
Vorstand: Jorg Utecht (Vorsitzender) Marcus Fienhold Stefan Hillorand Mirjam Mohr | Vorsitzender des Aufsichtsrats: Alp Sivrioglu
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Requesting an access token with cURL for lenders

curl --request POST \
--url https://api-test.interhyp.de/user-service/auth/real ns/loan-partner/protocol/openid-connect/token \
--data "grant_type=passwor d&user nane=exanpl euser %0bank. exanpl e. com&passwor d=SecUr e%
21P4sswOr d&cl i ent _assertion_t ype=ur n¥3Ai et f ¥8Apar ans¥8Aoaut h¥BAcl i ent - asserti on-type¥3A w -
bear er &cl i ent _asserti on=eyJhbCGci G JSUzIl 1N | s| nR5cCl 61 kpXVCJ9.
eyJzdW i QO Jl eGFt cGxl LWhbnsi LCIqdGki O J1bm xdWUt c3Ryavbnl i wi YXVKI j oi aHROCHMBLY9hc Gkt dGVzdC5pbnRl cmh5¢cC5kZS91c2
VYLXN cnZpY2Uv YXV0aC9y ZWFs bXMrbGohbi 1wYXJ0bmy L3Byb3RvY29sL29wZWspZClj b25uZWNOL3Rva2Vul i wi ZXhwl j oy MTQ@BNDgzNj @B
f Q i ZRoOt 0Zkl QOVY_i soyb10SC3z1Sj gqpqdr r CWBQ r 4H5i | n26dL47gi QGXaaMFpX5e6PN1PVIM 4bp_wpl cj R-
POL_Yi McFnel 883VUVSGFI DpbJ3QdRgNHI9AN0-
WZsHOZ7XBCFI FkBCdTOgAJvoGrLuYVj p8WISGebhMi_KeDOONC Ui wTKMOUndWbv F65uzi WQLWP7z0nPpdnuk-
ckCxkFVt LTWImKUpS5xwhpKLVFI 51 ONabMLVI gnkj MOVOI XMy- 6YV5H; | O-
EHOz ohDT_ghbsuT_i BOBpDHXaxaOLMJF65qqr xf mR7ORVZh! t pURPPwhouj pU4xv SpLFP1GYaMBRZCKk I Bf NGF3k5j kQIKClr UKBhX2WIohar 4y
b5I of gJCAVQ4aEOQL9FVJIJIXxaen6sJYt QCBWChuW 9_xQ EEf c5c6qSGzd7vVRO77nW_qQ- i j 7gsns8avonaTxTGnn_uXH Ej -
W7LTHICFaDr 27el i 6_gNc- he AVK6PQQKy e6xnyO0bynwG_DPj UVt Pr | 2BEzf zMgkt a5duwLPn29XZ7NaK2t qQe QHWEK 7¢c YX Dt -
n9TaOpl KA YI g4gt Fsy5pl 8R4AV21 XnzEo9Uj hi Bl vTzQM yyaDz UnBApt 5k- LREVWWFW E2JN8r 2gQL1pQFUnMc801EOpY9kzey R AXMEZS Rg”

Partner:

Requesting an access token with cURL for partners

curl --request POST \
--url https://api-test.interhyp.de/user-service/auth/real nms/ partner/protocol/openid-connect/token \
--data "grant_type=password&cl i ent_i d=exanpl e- part ner &cl i ent _secr et =exanpl e- part ner -

dummysecr et &user nane=exanpl euser %40par t ner . exanpl e. con&passwor d=SecUr e%21P4sswOr d"

Authentication Server Response

The response includes the current access and refresh token.

{

"access_t oken":"
eyJhbGci G JSUzI 1Ni | sl nR5¢Cl gQ Ai SI dUli wi a2l kli A6l CIpMFZVeVg5VndnUVRINLoxZmA3UHYOVI 9x UWIwSj JVWHVAMXd3b1dt NDNnl n
0.
eyJqdGki O | 2NDYz ZTA2NCO5MGAVELTQz Nt OGUX Yy ThMmUANG INTFnZGEi LCII eHAI G EIM QOODMDOTAs| nbi Zi | 6MOw aWFOI j oxNTI OND
gzMrkwLCIpc3M O JodHRwezovL2FwaS10ZXNOLm udGvyaH wLnRl L3VzZXI t c2Vydm j ZS9hdXRoL3J1 YWkt cy9sb2FuLXBhcnRuzXl i LCIh
dWQ G JI eGFt cGxl LWhbnsi LCIzdW i G JKM VhNzg5MyOyN2Rj LTQLNTgt YnRmiZClj YTE3NmM ZDdl MTUi LCJ0eXAi G JCZWFy ZXI i LCIhen
A G Jl eGFt cGxlI LWhbnsi LCIhdXRoX3RpbWJi G Asl nNl c3Npb25f c3RhdGUI O | wYzk2ZGE1OS0y MAVBLTQOOTAL ON ONyOyNj hkOTg5Mzgz
ZDUi LCIhY3I1i O I xli wi YWksb3dl ZClvem naWbzl j pbXSwi cmivhbGLf YWNj ZXNzl j p71 nJvbGvzI j pbl nVt YVO9hdXRob3JpenF0aWdul | 19LC
JyZXNvdXJj ZVOhY2N ¢3M Onsi YWN b3VudCl 6eyJyb2x| cyl 6WJt YWshZ2Ut YWN b3VudCl s| mLhbnFnZS1hY2NvdWs0LVWpbnt zI i wi dmi |
dylwenBmaWkl |1 19f Swi YXVKI j oi YWksI i wi cHIl ZnmVycnmVkX3VzZXJuYWLI | j oi ZXhhbXBsZXVzZXJAYnFuay5l eGFt cGxl LnNvbSI s| vt YW
I slj oi ZXhhbXBsZXVzZXJAYnFuay5l eGFt cGxl LnmiNvbSJ9. G3Fj nOCki QOrt 4gAd2T9pZezZk56hKr 7qYJdr VHE- OLs39-
6Mu602Ygqdpwp2wb3cPFXUFKkgl i VgP1a6B_r sxUl e2NTex P2Mh4FRgXRUMe GK1XGx Mi2BAr CXv Ck5EDB7gFEW | F2609GXi WNv QPSKV2LLVTQQ
eTCl GY- EBTGzgP- OaH - GGPeowCcESy| eSQBVM eE-
_JAKX7VhAI oGkm bPFdVcpkxeWpcuzHNQ415_Pv3kl i 57PX9yzUnJJdco5Tj 6osl EYbHb4Kxi OHBWAW -
| WZ9IMrPP7Rya6UCkqt r eSQ_R8Fi | dhoOg yClydG67Pr 4f _Ff i ozohWigei A",

"expires_in":300,

"refresh_expires_in": 900,

"refresh_token":"
eyJhbGei G JSUzI 1Ni | sl nR5¢Cl gG Ai SI dUl'i wi a2l kli A6l CIpMFZVeVg5VndnUVRINLoxZmA3UHYOVI 9x UWIws] JVWHVAMXd3b1dt NDNnl n
0.
eyJqdGki O | x VDBl NWFnINS1I N2QRLTQ2MTYt CDQLYi 01M ¢3YTc0Zmli MDki LCIl eHAI § E1M QOODQWOTAS| nbi Zi | 6MOwi aWFOI j oxNTI OND
gzMrkwLCIpc3M O JodHRwezovL2FwaS10ZXNOLm udGvyaH wLnRl L3VzZXI t c2Vydm j ZS9hdXRoL3J1 YWkt cy9sb2FuLXBhcnRuzXl i LCIh
dWQ O Jl eGFt cGxl LWhbrsi LCIzdW i G JkM VhNzg5MyOyN2Rj LTQLNTgt YnRnZCl1j YTE3NmVI ZDdl MTUi LCJ0eXAi G JSZWZy ZXNol i wi YX
pwl j 0i ZXhhbXBsZS1i YWbr | i wi YXVOaF90aWLl | j owCIzZXNzaVOuX3NOYXR! | j oi MGVBNTRhNTKt M Bj NyOONDKwWLTI i NDct M Y4ZDk4OTMA
M2QLI i Wi cnVhbGLf YWNj ZXNz 1 j p71 nJvbGVzl j pbl nVt YV9hdXRob3JpenF0aWul | 19LCIyZXNvdXJj ZV9hY2N c3M Onsi YWN b3VudCl 6ey
Jyb2xl cyl 6WJt YWshZ2Ut YW\ b3VudCl sI mlhbnFnZS1hY2NvdWs0LWpbnt z1 i wi dr | dy lwem@mawl |1 19f X0.
TaxAGcdPsJ@1gnmHVUCE UUSTZp8cPt vnIdsk9vOny3Jt 1SvXpNCcei wr gbsLCKAr | 5t hr 5ZYsP9v YFf Bj KFaKvmCWwWO7W CpdvOVxJAbt NI LQ
] KXAxBi QLY97EaQ q9JKgooM ZcFDOdxel 7WigVYACY3PI Lrt Qs YP_CnpuGg4t Hyvr OLaFel Wef TYMYpO71 kdLVhZwEt 91 X3TgoFDt OJaNU2
VUBx TRDedn81hk71kdr xHZH8j nyar SGIr m) Oz8Y9CPKgAgOL5CCl a-
1Cpygi yCZr 0f 09uDb09Lg7c8t WCq4YzEK8DAk4t xpSQNK3CI HriivhFz KAKUEFp YEW' ,

"token_type":"bearer",

"not - bef ore-policy":0,

"session_state":"0c96da59-20c7- 4490- 9b47- 268d989383d5"
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Iruppe

@® Time synchronization

Both token are time bounded (The signed JWT to request the Access Token as well as the Access token itself). This procedure works only if
the servers involved agree on when these validity periods are. It is mandatory that the server clock is kept up-to-date.
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